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Research on Technology of Intruson Detection
Based on Dynamic Markov Mode
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( Cdlege OF Computer Science And Techndlogy , Harbin Enginesring University , Harbin, Heilongjiang 150001, China)

Abdract: A new method for anomdy intruson detection is proposed based on dynamic Markov modd . At firg ,behaviord fear
tures are extracted from the privileged processes ,and then the Markov nodd isfounded dynamicdly based on the fegtures. The date
sequences o dynamic Markov nodel are andyzed to irfer the date probahility which is used to dassfy the normd or abrormd behav-
ior. Because Markov modd is congructed dynamicdly ,it can extract the reationshipsd loca behaviord featuresof the privileged pro-
ceses adequately. When the training sets are limited ,the method predicts exactly. The experiments show this method is siple effec
tive and dficient ,and can be used in practice to nonitor the computer sygem in red time.
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